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Abstract

The recently implemented International Shipboard and Port Facility Security
(ISPS) Code [1] requires security assessments for ships and port facilities.
Although Part B provides elaborate guidance on issues to be observed and
included into such risk assessments a generally accepted methodology to carry
out such risk assessments is not prescribed in the Code. This alows for
subjective expert judgement as the basis for security risk assessments. However,
subjective risk assessment will vary in scope and results. Thisis anormal feature
of any risk assessment involving opinions of different individuals. Thiswould in
principle not cause any harmif legal consequences would not be involved in case
a ship or its cargo was subject to a security incident. Legal experts voiced
opinions that in such a situation they would challenge the security risk
assessment. In case that issues connected to the security incident in question that
harmed ship or cargo was not addressed properly in the security assessment they
would question the seaworthiness of the ship. This would of course have far
reaching liability consequences for ship owners. The question therefore is how
ship owners can be protected against uncertainty resulting from imprecise
standards for security risk assessment of the ISPS Code.
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1 Introduction

The ISPS Code [1] requires in its Part A Sec. 8 a shipboard security risk
assessment to be carried out as “an essential and integral part of the process of
developing and updating the ship security plan.” Guidance is given in the non-



mandatory Part B of the Code in the corresponding Para. 8. A comprehensive list
of issues to be considered when such a security risk assessment is carried is
provided in this regulation. Apart from this non-binding list of issues no
methodology is suggested. Only brief and general advise is given in paragraph
8.2, where the Company Security Officer (CSO) is referred to “any specific
guidance offered by the Contracting Governments’. To the knowledge of the
authors only one country, the United States, has specified such guidance [2].
This leaves it up to the CSO to define a suitable methodology. Principaly there
is nothing wrong with such an approach. In fact it is used widely throughout
various approaches to the assessment of safety and security related matters. One
aspect of concern is, however, that such an approach involves a certain degree of
deviation and comparability of the results provided by different risk assessment
teams. The resulting question could therefore be why to discuss this issue any
further.

The answer to this is relatively simple. The security risk assessment forms the
basis of the ship security plan, which creates the security system on board a ship.
A plan not addressing all relevant maritime security areas of concern could
therefore be considered as not sufficient and subsequently open up the
opportunity to challenge the seaworthiness of the ship in question. This would
clearly result in far reaching liability issues for the ship owner. Although no case
is yet known in the above-mentioned security context, attempts have been
undertaken to challenge the seaworthiness in court with respect to the
International Safety Management (ISM) Code [3], a Code bearing many
similarities to the ISPS Code. Prominent examples were Eurasian Dream,
Torepo, and Patraikos Il [4]. The question therefore remains if a cargo owner
could challenge a ship owner for lacking due diligence with respect to the scope
of a security risk assessment if this risk assessment has not addressed areas of
concern which led to cargo damage in a security incident. If this is the case
would it not be desirable to have stricter guidelines for ship security risk
assessment, which would limit the liability of ship owners?

This paper is intended to investigate the issues mentioned above and to highlight
potential consequences. It will furthermore outline a framework intended to
safeguard sufficient security risk assessment and discuss advantages and
disadvantages linked to minimum standards for security risk assessment.

2 What can ship crews do against maritime security threats?

The options available to ship’s crews when dealing with maritime security
threats are very limited. To begin with, ship crews are neither trained nor attuned
to responding to security threats. Seafarers are only beginning today to train, as a
result of ISPS Code implementation, to deter and prevent threats and to mitigate
the effects of security incidents. Nevertheless, their security tasks are only
collateral to their primary functions as navigators and engineers. They cannot be
expected to react to a security threat in the same manner as security professionals
who are trained to detect, intercept, delay, or neutralize targets [5]. Indeed, the
proposed security-related amendments to the International Convention on



Standards of Training, Certification and Watchkeeping for Seafarers (STCW)
concentrate on the integration of ship security officer (SSO) training within the
curriculum and not combat or weapons training [6]. This complements the long-
standing policy of various maritime organizations against the arming of seafarers
in spite of rapidly rising levels of maritime violence in the past two decades.
Prevailing manning levels and the demanding nature of shipboard life are also
factors that limit the options available to ship crews in dealing with security
threats. Crews have ssimply become “too small and too busy to offer any sort of
realistic protection against a human intelligence actively seeking to subvert the
ship to itswicked purpose” [7].

The most prevaent security threats facing ships today are piracy and armed
robbery. The groups that commit these unlawful acts come in different levels of
organization and sophistication and employ varieties of modi operandi. One
variety that is popular in the waters of Malacca Straits and Indonesia is one
where a rubber boat carrying the attackers would come alongside the merchant
vessel, climb on board using grappling hooks, bind the crew with rope, collect all
personal valuables, and raid the ship's safe. Many attacks result in some sort of
injury to the crew. In a few attacks where the vessel and its entire cargo were
hijacked, crew members have been killed or serioudly injured either as a direct
result of violence from the attackers or while trying to flee or escape. According
to statistics collected by the International Chamber of Commerce-International
Maritime Bureau (ICC-IMB) for the year 2004, a total of 325 attacks were
reported by ships, of which 197 involved pirates and armed robbers who were
armed with guns, knives, or other weapons. During this period, 234 persons were
either kidnapped or taken hostage, 59 were injured, 30 were killed, and 30 are
still missing. 226 ships were boarded, 12 ships were fired upon, and 11 ships
were hijacked [8].

The threat of maritime terrorism, on the other hand, remains largely a potential
one. Compared to piracy and armed robbery against ships, there are relatively
fewer incidents of maritime terrorism. The Santa Maria (1961), Achille Lauro
(1985), City of Poros (1988), Our Lady of Mediatrix (2000), USS Cole (2000),
Limburg (2002), Superferry 14 (2004), and Dofia Ramona (2005) are some of
the few that readily come to mind. Also, a security threat involving terrorism
carries with it a potential for much greater damage and injury. While pirates and
armed robbers aim to escape with their lives and the stolen items, terrorists do
not seek the cargo or personal valuables. Terrorists are highly trained in the use
of violence and stand ready, if need be, to kill others or to give up their own lives
[9].

There are other threats to the security of ship’s crews aside from piracy, armed
robbery, and terrorism. One threat for which the ISPS Code was also developed
is the problem of stowaways. According to IMO statistics, 265 cases were
reported in 2002 and 185 in 2003 [10]. The discovery of stowaways is a serious
violation of the integrity and security of the vessel, and stowaways who find
themselves in desperate situations could resort to violence against the crew. By
the same token, there have been incidents [11] where stowaways have been
abused and even killed by the crew.



It is too early to determine what specific effect the ISPS Code has had in terms
of the risk profile of ships. One can only assume that the conscientious
implementation of the Code would increase deterrence against criminal attacks
and therefore result in a lower risk profile. It is now more than a year after the
Code entered into force and a number of organizations have issued positive
comments on the shipping industry’ s compliance. The United States Coast Guard
(USCG) praised the international maritime community for having “demonstrated
a significant level of compliance with the ISPS Code on the July 1st (2004)
implementation date” [12, p.2]. The USCG also reported a continuing downward
trend in the overall rate of 1SPS-related major control actions (MCA), that is,
denial of entry into port, expulsion from port, and ship detention. In July 2004,
the rate was 2.5%. By yearend, the MCA rate had dropped to 1.5% or 92 out of
6,087 inspections [12, pp.6, 25]. Similar praise was given by the secretariats of
both the Paris and Tokyo Memoranda of Understanding on Port State Control.
The Paris MoU reported a 1.46% ISPS-related detention rate [13] while the
Tokyo MoU reported 1% [14]. However, even in the face of such positive
comments it is important to note that the question of whether significant ISPS
compliance — as determined during port state control — translates to more secure
ships and seafarers, is a complicated one.

After the passage of time and the accumulation of sufficient data, it might
eventually be feasible to measure the level of success of the Code. Asregards the
threats of piracy and armed robbery, IMB statistics show a decrease in the
number of attacks reported between the years 2003 (445 attacks) and 2004 (325
attacks) [8, p.6]. They aso show a significant decrease in the number of attacks
according to type of attack (attempted boarding, detention, firing, hijack,
robbery, etc.), type of violence employed (hostage-taking/kidnapping, assault,
injury, killing), and type of arms used (guns, knives, other weapons) for the first
quarter of 2005 compared to the same period of the previous five years [15]. It
would be interesting to see whether in a few years this turns out to be the
beginning of a discernable decrease in reported incidents. As far as the threat of
terrorism is concerned, the lack of critical mass in statistical data will prove the
task of determining success to be even more challenging.

To measure the |SPS Code' s success would be to determine whether ship crews
are able to achieve the Code's objectives of effectively deterring and preventing
unlawful acts and mitigating the consequences of an actual security incident. As
mentioned earlier, ship crews are aready at a disadvantage because of low
manning levels and heavy workloads. Also, attention to security is not innate in
the seafarer in the same way that safety has come to be. In addition, because an
offensive capability isinconsistent with the objectives of the ISPS Code, the only
“weapons’ available to ship’s crew are safety equipment such as fire hoses and
signal flares. In other words, the answer to the question Can ship crews
effectively react to security incidents? is a qualified “yes,” that is, to the extent
that training and proficiency in deterrence and other security tasks are required
by the ISPS Code. Once deterrence and prevention have failed and a security
incident is imminent or underway, the actions available to the crew are basicaly
limited to activating the ship security alarm system (SSAS), calling emergency



stations, evacuating the ship, and acting on instructions from the contracting
government.

There is not much a ship’s crew can do once an armed robber or terrorist has
decided to strike in spite of the ship’s |SPS-compliant security system. Merchant
ships are not equipped with either an active defence or offence capability. In fact
as the USS Cole incident so clearly demonstrated, even a technologically
advanced guided missile destroyer manned by professiona naval warriors could
be limited in its response options once the watercraft, its lethal cargo, and its
crew of suicide bombers have already blown up in athousand pieces. In the case
of merchant vessels, security risk management (in many cases, risk avoidance)
through the ISPS Code is offered as the optimum solution.

3 Liability for Unseaworthinessin the Context of Maritime
Security

The central issue here is whether non-compliance with the | SPS Code constitutes
afailure of seaworthiness which in turn can lead to potentia liability on the part
of the carrier or shipowner. An affirmative conclusion may arguably be
attributed to a dubious ship security plan based on deficient or inadequate risk
assessment. The problem, of course, is that there are neither any decided cases on
this point in relation to the ISPS Code, nor is there any authoritative or scholarly
legal literature. (See however, [16, p. 370] where the authors refer to deficiency
in ISPS compliance, in particular, lack of crew security training, deficient ISPS
documentation and master or crew negligence as possibly constituting
unseaworthiness.) At best an analogy can be drawn with liability implications for
failure of seaworthiness in relation to the ISM Code in the context of which
some views have been expressed and some tangential references have been made
judicially. These will be examined in the following text.

3.1 What is seaworthiness?

For the discussion to be meaningful, it must obviously begin with a review of
what is the legal concept of seaworthiness. This is a notion peculiar to maritime
law and exists mainly within the domain of commercial maritime law; to be
precise, in contracts of carriage under bills of lading, in charterparties and in
marine insurance contracts tempered by relevant statutory provisions. Judicially,
a seaworthy ship has been described as one that is “...in afit state as to repairs,
equipment, crew and in all other respects, to encounter the ordinary perils of the
sea of the voyage” (Dixon v. Sadler [17]). A question that arises is whether a
security risk is an ordinary peril. Another judicial definition describes a
seaworthy ship as “...one which is reasonably fit for its intended purpose’
(Phipps v. ss Santa Maria [18]). If without ISPS Code certification a vessel
cannot be insured or utilised to transport cargo internationally, can it be argued
that it is not “fit for its intended purpose” [19, p. 1601]? The classic definition of
“seaworthiness’” in the case of F.C. Bradley & Sons Ltd. v. Federal Steam
Navigation Co. [20, p. 454] where approving a statement on Carver on Carriage



by Sae the court held that “[T]he ship must have that degree of fitness which an
ordinary careful owner would require his vessel to have at the commencement of
her voyage having regard to all probable circumstances of it.”

“Seaworthiness is not an absolute concept; it is relative to the nature of the ship,
to the particular voyage or even to the particular stage of the voyage on which
the ship is engaged.” ([21] p. 315, approved by [22] at p. 197. See [23] para.
126).

3.2 Seaworthinessin Carriage Law: Application of Hague-Visby Rules

Article 111, Rule 1 requires a carrier to exercise due diligence before and at the
beginning of the voyage to make the ship seaworthy and cargoworthy. The duty
pertains to “al reasonably foreseeable eventudlities’ but in “normal
circumstances’. [24, p. 19.] This raises the question of whether a security
incident is a reasonably foreseeable eventuality in normal circumstances. In legal
terms the test is an objective one, no doubt, but its application may be fraught
with confusion.

In The Eurasian Dream [23, para 123] decision, the court identified the
following stepsin terms of the application of the Hague-Visby Rules:

First, the claimant must carry the burden of proving unseaworthiness. Second,
the claimant must prove causation, i.e., that the loss or damage was proximately
caused by unseaworthiness (See [19], p. 8 for what constitutes “proximate
cause”]. Third, the defendant must carry burden of proof to invoke the defence of
due diligence; [25, p. 5]. Fourth, if the defendant fails to discharge the burden, he
would not be entitled to rely on any of the Art. IV, r. 2 exceptions.

This brings us to the fundamental question of whether a failure to comply with
the ISPS Code per se is a breach of the requirement to exercise due diligence to
make a ship seaworthy. In The Eurasian Dream the failure to have adequate
documentation (Fire Manual in) may have been a consideration in the mind of
the court. Support in the affirmative for this proposition is doubtful given the
paucity of authority. A better proposition is that compliance with the ISPS Code
isindicative of due diligence exercised by the defendant [19, p. 1601].

It is perhaps a fair conclusion that compliance with the ISPS Code on balance
has better evidentiary use as defence of due diligence than non-compliance as a
positive indicator of unseaworthiness in respect of Hague-Visby Rules (For the
same conclusion in respect of the ISM Code, see [26] pp. 11-12.) At any rate, a
judicial pronouncement on liability arising out of unseaworthiness, whether it is
in the affirmative or in the negative, will surely impact, or at least raise some
serious questions relating to security risk assessment.

4 Maritime security assessment asarisk control option for
the protection of the ship owner

Following the discussions of the earlier sections of this paper it can be concluded
that ship crews can prevent or mitigate security incidents only to a certain extent.
Security incidents can result from a number of sources and involve a wide range



of methodologies. It is therefore very difficult to consider al potential security
threats appropriately. At the same time ship owners would benefit from a stricter
definition of the scope of maritime security assessments, as they cannot foresee
all potential sources of such incidents. The question to be raised is how this can
be achieved taking all the af orementioned aspects into consideration.

The ISPS Code [1] apart from its Sec. 8 in parts A and B does not provide any
more specific guidance on how to carry out shipboard security risk assessments.
Part A (refer in particular to 8.4) refers to the identification of existing security
measures, the evaluation of key shipboard operations to be protected, the
identification of threats to these operations and the identification of weaknesses
resulting from infrastructure, policies, etc. Part B is more elaborate and provides
a number of issues to be considered in shipboard security risk assessments (refer
to Part B Sec. 8.7 — 8.10). Although this list is not very long it is specific
guidance for risk assessments. The only problem involved is that Part B is not
mandatory. One could of course say that in the absence of other guidelines one
has to observe the issues mentioned in Part B. However, not al maritime
stakeholders are of this opinion. Recognized organizations (RO’'S) provide
different guidelines for shipboard security risk assessments. A majority, such as
the American Bureau of Shipping (ABS) or Lloyd's Register favours the risk
assessment guidelines provided by the United Sates Coast Guard (USCG) [2].
The USCG guidelines, however, do not specifically relate to the ISPS Code.
They have been developed for security risk assessments in general and are
lacking therefore specific cross-references to the relevant ISPS Code
requirements. Two RO’s, Det Norske Veritas (DNV) [27] and Germanischer
Lloyd (GL) [28], have developed guidelines based on checklists which have a
very close relationship to the ISPS Code. Both approaches apart from varying
methodol ogies have another significant difference. The USCG guidelines do not
include any statements about likelihoods of security threats, whereas the DNV-
GL approach allows for a consideration of likely threats only. This means that on
the one hand shipowners who follow the USCG approach strictly have to
document any potential security threat and develop mitigation strategies of those
issues which can result in severe consequences. If one would follow this
approach one has to provide for a number of costly measures. On the other hand
shipowners following the DNV-GL approach have to update their security
assessments frequently depending on the latest security information available.
Potential disputes about the validity and appropriateness of the security
information are not likely to be avoided. To make it even more confusing the
USCG requires all ships calling US ports to comply with both parts of the ISPS
Code — A and B. The result therefore will to a certain degree most likely be
frustration by a shipowner who is confronted with the task of arranging for
security risk assessments on board his ships. What could therefore be
suggestions to overcome this problem?



5 Conclusonsand summary

Any suggestions regarding solutions for the above-mentioned problems have to
consider the following three issues:
e  Ship crews have limited capabilities to mitigate security attacks against
their ships.
e Motives/reasons for security incidents result from a large variety of
sources.
e  Shipowners need certainty about scope and applicable requirements for
the shipboard security asfar as their liability is concerned.
In this respect it is remarkable to see that a number of IMO instruments or
documents issued within the IMO framework focussing on risk assessment in
general or maritime security in a wider sense have taken some of the above
mentioned points into consideration. They provide for more guidelines on the
contents of risk assessment on their area of interest.
One example, to be mentioned in this context, is the guideline on Formal Safety
Assessment (FSA) [29]. The 2002 extended guidelines include not only
“technical” risk assessment, but also human reliability assessment with detailed
descriptions of methodologies. Another example is the guideline on places of
refuge [30]. In order to assist maritime administrations the IMO provided for
these guidelines where in section 3 a dedicated part deals with risk assessment
only. Although no specific methodologies are described at least a number of
issues to be considered during the risk assessment is listed. It is hoped that the
place of refuge guidelines will be extended and updated similar to the FSA
guidelines.
Most recently another remarkable example was given through the IMO/ILO
Code of Practice on Security in Ports [31]. These guidelines provide for a much
more defined framework for a number of issues around port security. The risk
assessment part was given specia attention in this code. A full methodology is
suggested here. This goes significantly beyond the | SPS Code requirements. This
example is not the only one. The European Commission (EC) recently suggested
a directive on enhancing port security [32]. Annex | deals with the port security
assessment. Although the specifications made there do not go beyond the ISPS
requirements it is at least remarkable that the EC found it necessary to address
this subject.
The question still remains why is specia attention only paid to port security and
not to ship security as well? Although ships are the weaker link in the security
chain they still have an important part to play in the security framework. The
lack of more specific guidelines disadvantages shipowners. Therefore more
detailed guidelines should be designed for ships security assessments. These
guidelines should address the following points:
e List of security incidents that ship crews can respond to depending on:
0 Typeof the ship,
0 Typeof the cargo,
0 Sizeof the crew,
0 Trading area.



e List of key shipboard operations (incl. safety measures) which have to
be protected
e List of restricted areas where special security measures should be
introduced

The above listed issues are just only a very general outline of key issues to be
observed in more detailed guidelines. These guidelines would be in line with
current developments on other maritime security related issues, i.e. port security.
More communication of the different stakeholders in politics, shipping and
research is needed to develop and implement such elaborate guidelines in

shipping.

Disclaimer

The views expressed in this paper are the personal views of the authors and not
necessarily those of the employers of the authors.
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